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1 Overview

This document is intended to provide guidance for the implementation of Machine-to-Machine (M2M)
registration, update and market state management of devices in swissdamed, using a REST API.

As of end of March 2026, the REST API for Machine-to-Machine device management is available for
the playground environment of swissdamed. Users must set up Machine-to-Machine management
of devices in the playground environment prior to using this feature in the production environment.

In the swissdamed production environment, Machine-to-Machine device management will be
available before the registration obligation of devices in swissdamed enters into force.

2 Disclaimer

It is important to note that some changes to the specifications may be necessary after

publication for the playground and before deployment in the production environment. If changes are
necessary, they will be published on the Swissmedic website.

The availability of the Machine-to-Machine interface may be interrupted due to maintenance.
Processing times for UDI-DIs may vary.

Swissmedic reserves the right to implement a general or client specific rate-limit or temporarily block a
client if excess traffic is generated, in order to protect swissdamed system availability for other clients
and users. Clients must implement a backoff strategy to handle this type of event.

3 Terms of Use

The current swissdamed Privacy Notice and Terms of Use and Service Agreement apply.
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4 Conceptual Guide

4.1 REST API and Technical Documentation

For the integration against the playground environment https://playground.swissdamed.ch,
The OpenAPI specification can be found here: htips://playground.swissdamed.ch/v3/api-docs/udi-
m2m-v1

The OpenAPI specification link for the production environment of swissdamed will be published at a
later date.

The business rules and data dictionary also required for the Machine-to-Machine integration are
published on the Swissmedic website: Technical documentation.

4.2 API Endpoints

The REST API contains endpoints which enable the following actions in swissdamed:

= APl endpoint 1 Submit UdiDi:

Used for submitting a UdiDi (incl. associated PackageUdiDis) with its related BasicUdi
(POST /m2m/udi/data/*)

= APl endpoint 2 GET Status:

Used for checking the status of one Submit UdiDi operation
(POST /m2m/udi/data/udi-di-request-status)

= APl endpoint 3 Set Market Status:

Used for setting the market status of a UdiDi and/or PackageUdiDis
(POST /m2m/udi/data/market-status)

= APl endpoint 4 Get UdiDi:

Used for obtaining the data of a UdiDi (incl. associated PackageUdiDis) and its related
BasicUdi, and the current market status.
(GET /m2m/udi/data/*)

4.3 Job Stories

The following job stories describe how the endpoints listed in Section 4.2 are used to manage
BasicUdis and UdiDis, including PackageUdiDis in swissdamed.

Job Story 1 — Register and set market status of new UdiDi with or without PackageUdiDi
Registering a new UdiDi (associated to an existing or new BasicUdi) with or without PackageUdiDis

and setting the market status requires the following steps:

= First step - API endpoint 1:
Use Submit UdiDi to register a UdiDi (incl. its PackageUdiDi(s)) with its related BasicUd..
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Second step - API endpoint 2:

Use GET Status to check if the processing of one Submit UdiDi operation has been
completed. This step can be performed after submitting one UdiDi, or a bulk status request
can be done after multiple Submit UdiDi operations.

= Third step - API endpoint 3:
Use Set Market Status to set the market status of UdiDis and/or PackageUdiDis. This step
can be performed after submitting one UdiDi, or a bulk market status set can be done after
multiple Submit UdiDi operations (see job story 5).

T

M2M Api Consumer

| swissdamed M2M API

: UdiDi Complete Registration (user is authenticated, positive scenario) :

: 1. Submit UdiDi with correlationld
| (POST /m2m/udi/data/*)

Y.

:J Hitp-Status (Success: 202 Accepted, no response body)

If status 202 Accepted. wait at least 5 minutes

| 2. GET Status of Submit UdiDi operation with correlationld from 1.
| (POST /m2m/udi/data/udi-di-request-status)

Yy

alt [Response state is NOT_PROCESSED,
:mpoat using exponential back-off strategy
wntil ne lenger getting NOT_PROCESSED state]
|

break _/ |
[Rosgonse state is not NOT PROGESSEDI

| Hitp-Status(200 OK, SUCCESS in body)

| 3. Set Market Status of UdiDi and PackageUdiDis from 1. (POST /m2m/udi/data/market-status) _ '

| Hitp-Status (Success: 200 OK, "status™ "SUCCESS")

M2M Api/(_:\onsumer swissdamed M2M API

Figure 1: Overview endpoints for job story 1

Job Story 2 — Update a BasicUdi
Updating BasicUdi data in swissdamed requires the following steps:

= First step - API endpoint 1:
Use Submit UdiDi to change BasicUdi data. The entire BasicUdi, containing all changed and
unchanged data, plus one entire UdiDi (incl. its PackageUdiDis) associated with that BasicUdi,
must be submitted.

= Second step - API endpoint 2:
Use GET Status to check if the processing of one Submit UdiDi operation has been
completed. This step can be performed after submitting one updated BasicUdi, or a bulk
status request can be done after multiple Submit UdiDi operations.
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Job Story 3 — Update a UdiDi
Updating UdiDi data in swissdamed, without changing the market status, requires the following steps:

First step - APl endpoint 1:
Use Submit UdiDi to change UdiDi data. The entire UdiDi (incl. PackageUdiDis), containing
changed and unchanged data must be submitted, as well as the entire associated BasicUdi.

Second step - APl endpoint 2:

Use GET Status to check if the processing of one Submit UdiDi operation has been
completed. This step can be performed after submitting one updated UdiDi, or a bulk status
request can be done after multiple Submit UdiDi operations.

Job Story 4 — Add new PackageUdiDis to an existing UdiDi
Adding one or more new PackageUdiDis to an existing UdiDi and setting the market status of the
PackageUdiDi(s) requires the following steps:

First step - APl endpoint 1:

Use Submit UdiDi to add one or more PackageUdiDis to an existing UdiDi. The new
PackageUdiDi(s) must be submitted with the entire associated UdiDi (including already
existing PackageUdiDis, if applicable), as well as with the entire BasicUdi.

Second step - APl endpoint 2:

Use GET Status to check if the processing of one Submit UdiDi operation has been
completed. This step can be performed after submitting one PackageUdiDi, or a bulk status
request can be done after multiple Submit UdiDi operations.

Third step - APl endpoint 3:

Use Set Market Status to set the market status of the PackageUdiDi. This step can be
performed after submitting one UdiDi, or a bulk market status set can be done after multiple
Submit UdiDi operations (see job story 5).

Job Story 5 — (Bulk) market status change of a UdiDi(s) and/or PackageUdiDi(s)
Changing the market status for one or more UdiDis and/or one or more PackageUdiDis requires the
following step:

API endpoint 3:
Use Set Market Status to set the market status of one or more UdiDis and/or PackageUdiDis
to ‘On the market’ or ‘No longer placed on the market'.

Job Story 6 — Comparing UdiDi and/or PackageUdiDi data to user’s system

If discrepancies between the data in the user’s system and swissdamed are suspected, the current
BasicUdi, UdiDi and/or PackageUdiDi data and market status can be obtained from swissdamed,
which requires the following step:
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= APl endpoint 4:
Use Get UdiDi to obtain the UdiDi and/or PackageUdiDi data or market status from
swissdamed. This endpoint should not be used regularly, as there is no need to verify data
and market status after using any of the other API endpoints.

5 Onboarding: Testing Machine-to-Machine on the Playground

To ensure correct implementation of the Machine-to-Machine functionality, it is important for users to
test Machine-to-Machine integrations on the swissdamed playground before implementing Machine-
to-Machine in the swissdamed production environment. This onboarding activity ensures the accuracy
of the mapped data elements and prevents costly corrections of device data on the production
environment.

The extent of testing should take into account the variability of users’ device data and the actors
applicable to them.

The following elements should be considered when creating a test plan:

» job stories described in this document

= applicable swissdamed actor types

= applicable devices or device variations (i.e. devices with different data combinations)
The tests should confirm that:

= the UDI data of each device or device variation is correctly uploaded onto the playground
environment, i.e. that the data mapping was executed correctly.
= the job stories are executed correctly for all actors and applicable devices or device variations.

There is no formal onboarding approval given by Swissmedic. It is in the responsibility of the user to
determine their readiness and their ability to submit data correctly, before making the decision to
implement the Machine-to-Machine functionality on the production environment of swissdamed.

6 Accessing Playground and Production Environment
Machine-to-Machine providers needing an account for accessing the playground environment can
request this access by opening a ticket on the Swissmedic website under Support.

In the production environment, Machine-to-Machine providers must be onboarded via the respective
actors or mandates for whom they are submitting data to swissdamed.

7 Authentication

The swissdamed API uses a OAuth2 Client-Credential-Flow, with a client ID and client secret.
When providing data for different actors and/or mandates, a different client ID and client secret is
needed for each actor and/or mandate. (Note: The client ID is not the same as the Swiss single
registration number CHRN.)
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The system does not have an access point configuration preventing a token to be used by multiple
users; the API can be used for a given actor or mandate by whomever knowing its credentials.
However, it is recommended that the Machine-to-Machine API only be used by one user per actor /
mandate to avoid overwriting of data.

7.1 Obtaining client ID and client secret

Client IDs and client secrets for actors and mandates can be ordered in swissdamed. Each actor and
mandate must order their own client ID and client secret. Different client IDs and client secrets are
used for playground and production environments of swissdamed.

7.1.1 Client ID for Actors

In swissdamed, navigate to “My actors” > “Registered actors”. Click on the magnifying glass symbol of
the actor for whom the client ID needs to be created. This opens the “Actor details” section of the
actor.

[ Search v My actors + My UDIs Company registration S, immssmiemien EN v
damed - Y panyreg -

[

Registered actors

View Actor type CHRN uiD Name 1 Address Postal code City Status Action
E AR CHRN-AR I CHE- ni i i ———— [ | I Registered A rd
E M CHRM- 1M E— CHE- I —————. S - [ ] Registered rg

PR CHRN-PR- NSNS  CHE-SESMSSSS I — L W  Registered V4

In the “Actor details” section, open the “M2M” tab. In the “M2M” tab click the “Create client” button to
create a client ID for the actor.

»  Registered actor details
Actor details

General information Contact data PRRC Users ol

UuDIM2ZM

Create client
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The creation of a new client may take up to 2 minutes. During this time no client ID is showing and no
client secret can be ordered.
Once the client ID is created, it is displayed in the “M2M” tab.

Actor details

General information Contact data PRRC Users uDl M2M

UDI M2M

ab7bcb5c-ed5T-481c-8781-e4bcflaacach

Issue client secret

7.1.2 Client ID for Mandates

In swissdamed, navigate to “My actors” > “Registered actors”. Click on the magnifying glass symbol of
the authorised representative (AR), to whom the mandate is associated.

[ Search v My actors My UDIs v Company registration
damed _— v panyres

Registered actors

View Actor type CHRN uID Name T Address Postal code City
m AR CHRN-AR-DERNSENE CHE- I | I _— —
B CHRN-M EENENEN  CHE NS I EE— maan -

This opens the “Actor details” section of the authorised representative (AR). In the “Actor details” of
the AR, open the “Mandate” tab. In the “Mandate” tab click the magnifying glass symbol of the
mandate for whom the client ID needs to be created. This opens the “Mandate details” section of the
mandate.
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Registered actors >  Registered actor details
Actor details
General information Contact data PRRC Mandates Users
View Mandate ID T Company City Country
E CHRN-AR- I 1 || ]

In the “Mandate details” section, open the “M2M” tab. In the “M2M” tab click the “Create client” button
to create a client ID for the actor.

“<damed

Registered actors > Registered actordetails > Mandate details

Mandate details
General information Users ubl M2M
UDI M2M

|

The creation of a new client may take up to 2 minutes. During this time no client ID is showing and no
client secret can be ordered. Once the client ID is created, it is displayed in the “M2M” tab.

“-damed

Registered actors > Registered actordetails > Mandate details

Mandate details 5
General information Users uDl M2M
uDI M2M

8f9ad2ce-85ce-4de3-91c3-56cf4baTa18f

Issue client secret
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7.1.3 Client Secret for Actors or Mandates

After the client ID is issued, a client secret can be obtained by clicking the “Issue client secret” button
below the client ID.

Important note: Make sure to copy and save the client secret, as it will only be displayed at the time
it is issued and cannot be viewed at a later time.

M2M Client Secret

Copy following client secret

M2M client secret

@ ©

[ lacknowledge that the client secret will not be available later and that | have saved it

on my device

If a new client secret is issued, the previous client secret will be invalidated. Client secrets will expire
after two years and will then need to be re-generated.

7.1.4 Client Secret History

For actors and mandates, a client secret history table is displayed in the “M2M” tab. The table
displays the names of the users who obtained the client secrets, the dates when they were issued,
and the dates their validity was revoked due to a new client secret being issued. This table does not
display the client secret values themselves, as those must be saved by the users upon issuance.

uDI M2M

Client ID

8i9ad2ce [

Issue client secret

@ Ordering client secrets overwrites previous values. Only the most recent secret is valid. Note: the actual secret is not saved here, only the assignment time. Users
must save the client secret appropriately

rFirst name Last name Date [ time Expiration Date Revocation Date )
| | 19.03.2026 - 08:16 19.03.2028 - 08:16 —

| | ] 03.03.2026 - 14:51 03.03.2028 - 14:51 19.03.2026 - 08:16

o J
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7.2 Obtaining a Token

swissdamed uses tokens to automatically assign actions to the correct actor or mandate. Therefore
no additional reference to an actor or mandate is required in the payload.

After obtaining a client ID and client secret, a token can be obtained at the token URL indicated in the

OpenAPI specification. The token is generated by the API-user from the client ID and client secret
using the client-credential flow.

etIvddDto”: {"type":"object"”, "properties™ :{"basicUdi”: {"&ref": "#/components/schemas,/I
Dto"}, "marketstates”: {"type™: "array”,"items": {"Sref": "#/components/schemas,/LegacyDev
etAimddDto” : {"type": "object”, "properties": {"basiclUdi": {"%ref": "#/components/schemas/
ibtao"}, "marketst " E— — — y e
securityschemes"Q{"oauth2” :{"type":"oauth2","flows": {"clientCredentials": {"tokenUrl"

8 Versioning

The swissdamed Machine-to-Machine API is versioned. If a breaking APl change becomes
necessary, a new version is published whilst leaving the existing version accepted and backwards
compatible until a publicly announced deprecation date, to allow users time to switch to the latest API.
Versioning in this context refers to the version of the Machine-to-Machine interface itself.

For versioning, the URI version approach is used.

9 Backwards Compatibility

The API guarantees to be backwards compatible for each version (for a description of the versioning,
refer to Section 8).

Users must allow the following changes on existing versions, without breaking their implementation:
= for new optional fields/elements to be added.

= for fields/elements to not be present or null in case no value is available and the
fields/elements are declared optional.

10 Rate Limiting

Users must implement a backoff strategy to handle rate limits as they might change at any time and
might depend on activity from other users of the API.

BW®630_40_810_PU - Publikation | 2.0 | 31.03.2026 12 /17



medic

11 Troubleshooting 400 and 500 Series Error Codes

400: malformed request or missing required parameters

A 400 error can be caused by missing fields or unknown field names. Details regarding which field
name caused the error are indicated in the “detail” and “raw detail” sections of the of the error’s
response body. In order to address the error, it must be ensured that all required fields are present
and the field names correspond with the API specification.

Example for an error message indicating a missing field in the payload (in this example, the field
“basicUdi.active” was left out):

lis

"status": 40€
"title": "B
"type":

Example for an error message due to an unknown/misspelled field name (in this example a field name
was misspelled as “asicUdi” instead of “basicUdi”):

"detail": "J¢ parse error: |Unre d property \"asicUdi\"| (c ch.s ed.infra.
udil

"instance

"properti

er

"paza

i

"status":
"title": "Bac
"type": "abo
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401: invalid or missing authentication credentials

A 401 error can be caused by invalid credentials, such as a token that has timed out. To address this
problem, valid credentials mus be used.

Example for an error message due to a token which is no longer valid:
401 Error: Unauthorized

Response headers

cache-control: no-cache,no-store,max-age=0,must-revalidate

connection: keep-alive

content-length: @

content-security-policy: default-src "self'; script-src "self’ ‘unsafe-inline’; img-src 'self" data:; style-src "self’
"unsafe-inline’ https://fonts.googleapis.com; font-src 'self’ https://fonts.gstatic.com; frame-ancestors ‘self’
https://feds-r.eiam.admin.ch

date: Mon,@9 Mar 2026 15:12:46 GMT

expires: @

permissions-policy: accelerometer=(self),camera=(self),geolocation=(self),gyroscope=(self),magnetometer=
(self),microphone=(self), payment=(self),usb=(self)

pragma: no-cache

referrer-policy: strict-origin-when-cross-origin

strict-transport-security: max-age=31536000; includeSubDomains; preload

www-authenticate: Bearer error="invalid_token”,error_description="An error occurred while attempting to decode the Jwt:
Iwt expired at 2026-83-89T13:21:02Z",error_uri="https://tools.ietf.org/html/rfc6750#section-

3.1",resource_metadata="https://swissdamed-ref.aks-ingress.nonprod.swissmedic.cloud/.well-known/oauth-protected-
resource”

x-content-type-options: nosniff
X-envoy-upstream-service-time: 221
X-xss-protection: @

403: access forbidden due to insufficient permissions

A 403 error can be caused by a missing token. To address this problem, a token must be entered.
Example for an error message due to a missing token:

403 Error: Forbidden

Response headers

cache-control: no-cache,no-store,max-age=8,must-revalidate

connection: keep-alive

content-length: @

content-security-policy: default-src ‘self’; script-src "self’ ‘unsafe-inline’; img-src “self’ data:; style-src “self®
https://fonts.gstatic.com; frame-ancestors 'self' https://feds-r.eiam.admin.ch

date: Tue,10 Mar 2026 13:50:41 GMT

expires: @

‘unsafe-inline’ https://fonts.googleapis.com; font-src ‘self’

permissions-policy: accelerometer=(self),camera=(self),geolocation=(self),gyroscope=(self),magnetometer=_self),microphone=(self), payment=(self),usb=(self)
pragma: no-cac

referrer-policy: strict-origin-when-cross-origin

strict-transport-security: max-age=31536000; includeSubDomains; preload

x-content -type-options: nosniff

x-envoy-upstream-service-time: 35

x-xss-protection: @

Other causes for 403 errors include:
- The actor/mandate being inactivated
- The mandate was transferred to another authorized representative
- Invalid JSON format like missing brackets
- Detected malicious content in payload
o In case of false-positives: please open a ticket at Support and describe the actions you
took before the error occurred as well as the JSON payload which led to the error

Example for an error message due to incorrect syntax (in this example a comma was placed
incorrectly or is missing):

BW630_40_810_PU - Publikation | 2.0 | 31.03.2026 14 /17
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403 Error: Forbidden
Response body
<html>

chead>c<titlerqe3 Forbi‘denc/tx(l¢></hcad>
body

<center><h1>403 Forbidden</hi></center>
<hr><center>Microsoft-Azure-Application-Gateway/v2</center>
</body>

</html>

Response headers

connection: keep-alive

content-length: 581

content-type: text/html

date: Mon,09 Mar 2026 15:39:15 GMT

permissions-policy: accelerometer=(self),camera=(self),geolocation=(self),gyroscope=(self),magnetometer=(self),microphone=(self),payment=
(self),usb=(self)

referrer-policy: strict-origin-when-cross-origin

strict-transport-security: max-age=31536000; includeSubDomains; preload

x-content-type-options: nosniff

403 errors will not include details about its cause.

429: exceeded rate limits
In order to address the 429 error code, a back-off-strategy must be implemented by the user.

500: unexpeted error on the server

If you encounter a 500 error code indicating an unexpected server error, please open a ticket at
Support and describe the actions you took before the error occurred as well as the JSON payload
which led to the error.

500 Error: Internal Server Error

Response body

"detail”: "internal error”,
“instance” /vi/m2m/udi/data/mdd",
"properties”: {
“errorcod "INTERNAL_SERVER_ERROR",
"params”: [],
“rawDetail”: “could not execute statement [ERROR: duplicate key value violates unique constraint \"uq_device_import_file_upload_id\"\n Detai
1: Key (upload_id)=(95cel7c4-52cb-4383-aeaa-8bd548fc5b6a) already exists.] [insert into \"swissdamed\".device_import_file (comment,created_at,crea
ted_by,data_source,filename,owner_detail id,status,upload_id,id) values (?,?,?,?,?,2,?2,2,?)]; SQL [insert into \"swissdamed\".device_import_file
(comment,created_at,created_by,data_source,filename,owner_detail id,status,upload_id,id) values (?,2,2,?,2,2,2,2,?)]; constraint [uq_device_import
_file_upload_id]"
“exceptionName"”: “DataIntegrityviolationException”,
"stackTrace": [
“org.springframework.orm.jpa.hibernate.HibernateExceptionTranslator.convertHibernateAccessException(HibernateExceptionTranslator.java:169)",
.springframework.orm.jpa.hibernate.HibernateExceptionTranslator.convertHibernateAccessException(HibernateExceptionTranslator.java:131)",
.springframework.orm.jpa.hibernate.HibernateExceptionTranslator.translateExceptionIfPossible(HibernateExceptionTranslator.java:105)",
.springframework.orm.jpa.vendor.HibernateJpaDialect.translateExceptionIfPossible(HibernateJpaDialect.java:223)",
.springframework.orm.jpa.JpaTransactionManager.doCommit(JpaTransactionManager.java:557)",
.springframework.transaction.support.AbstractPlatformTransactionManager.processCommit(AbstractPlatformTransactionManager.java:794)",
.springframework.transaction.support.AbstractPlatformTransactionManager.commit(AbstractPlatformTransactionManager.java:757)",
.springframework.transaction.interceptor.TransactionAspectSupport.commitTransactionAfterReturning(TransactionAspectSupport.java:687)",
.springframework.transaction.interceptor.TransactionAspectSupport.invokeWithinTransaction(TransactionAspectSupport.java:4e8)”,
.springframework.transaction.interceptor.TransactionInterceptor.invoke(TransactionInterceptor.java:13e)",
.springframework.aop.framework.ReflectiveMethodInvocation.proceed(ReflectiveMethodInvocation.java:179)",
.springframework.security.authorization.method.AuthorizationManagerBeforeMethodInterceptor.proceed(AuthorizationManagers:
a:271)",
g.springframework.

Response headers

cache-control: no-cache,no-store,max-age=0,must-revalidate

connection: keep-alive

content-security-policy: default-src ‘self'; script-src ‘self’' ‘unsafe-inline’; img-src ‘self’ data:; style-src ‘self’' ‘unsafe-inline’
https://fonts.googleapis.com; font-src 'self’' https://fonts.gstatic.com; frame-ancestors ‘self' https://feds-r.eiam.admin.ch
content-type: application/problem+json

date: Mon,@9 Mar 2026 15:41:40 GMT

expires: @

permissions-policy: accelerometer=(self),camera=(self),geolocation=(self),gyroscope=(self),magnetometer=(self),microphone=(self),payment=
(self),usb=(self)

pragma: no-cache

referrer-policy: strict-origin-when-cross-origin

strict-transport-security: max-age=31536000; includeSubDomains; preload

transfer-encoding: chunked

x-content-type-options: nosniff

x-envoy-upstream-service-time: 39

x-xss-protection: @
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12 Frequently Asked Questions

Refer to the Swissmedic website for frequently asked questions regarding Machine-to-Machine
registration.
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