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1 Registration Domestic Trade

1.1 Self-registration

Employees of establishments in possession of a licence for handling controlled drugs may
register for the system.

Step 1: Home page
To reach the home page, use the URL www.ndsweb.swissmedic.ch

NDS Web Vd & Login & Regsler now

el g Gt e swissmedic

The National Drug Control System (NDS) is used to administer the import and export licensing regime and the submission of the annual statistic of Switzerland for Controlled
Drugs and Precursor Chemicals.
The system is designed for electronic submission of

« import and export requests

+ EnOOTSEMENtS (WININ 10 workIng days)

+ e annual Statstc JARE excel Tie

rsor Chemical license holders. I is the responsibilty of Users 1o ensure that thei log-in detas are held securely and are not disclosed to unauthorized persons. By submitting an import or export license or authorization
lication is accurate fo fhe best of their knowledge

Applications submilted containing faise or misleading information may not be granted and may lead to legal action

Operating requirements

This system has been optimised for Chrome, Firefox, Edge and Intemet Explorer 1. Your infemet securiy seflings should be set fo allow JavaScript,

Contact:

Step 2: Register now
Open the "Register now" tab (top right), and complete the user registration form.
Choose the user type Domestic trade

& User type
() Establishment () Cultivation () Domestic Trade

Please pick one

Please chose company (establishment)

& User role

) Company () Regional Authority

Fleaze pick one
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Fill in the red framed boxes <required> and the address box with your details.
Choose a user name and enter a password.
Confirm that you are not a robot.

&+ User registration H

SLzerts

(QEsabiisrment () Cutvation () Domasti Trade

a2

(] o i s

Clear farm

Click on <Submit> to send the user request to Swissmedic.

The registration cannot be completed, if you entered a user name already in use. In this case
you receive an error message. The registration can only be completed, if you change the
data.
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Step 3: Verification of the email address

The user receives a link to the indicated email address to verify the correctness of the
address. Just click on the link; Swissmedic then receives a message, that the verification was
successful.

We would like to make sure that you have the access to the email address you
used during the registration on the NDSWEB.

After the validation, your registration request will be reviewed by the site
administration.

'-_.-::||H:'_'.

You will receive notifications on the further steps.

Thank you.

This link is only valid for a certain time. If the link is no longer active, the following message
appears:

€ Email verification failed or invalid token!

Unfortunately, this link is inactive_

Please inform us if this is the case, so that we can resend a link.
If the verification was successful, the following message appears:

& Email verification successful!

Thank you for verifying your email address

Your registration request is under review. You will be notified on the outcome.

Step 4: Confirmation by the responsible person

Swissmedic sends a confirmation of user registration by email to the responsible person
stated in the licence for handling controlled substances. By signing it, the responsible person
confirms that he / she is allowed to submit requests/upload domestic trade notifications. In
case the account is for the responsible person her-/himself, she/he can sign the user
registration herself/himself.

Please return the signed form to Swissmedic by email ndsweb@swissmedic.ch.

Step 5: Account activation
Upon reception of the confirmation, Swissmedic activates the account. You have chosen
your login credentials (user name and password) yourself and will therefore not receive any
information in this regard.

Your account request was confirmed.

You can access the system under the link below:

Access the platform

Thank you.
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In case of a rejection from Swissmedic, you receive the following message:

Your NDSWEB account/registration request has been rejected or cancelled.

Thank you.

1.2 Two-factor authentication

The app we use for two-factor authentication is Microsoft Authenticator.
This app is free and runs on both Android and Apple devices. It can be
used as soon as you have successfully installed and logged into it.

Once you have entered your username and password in NDS WEB, the following screen
appears:

NDS Web NDS Web

National Drug Control System

Scan QR Code or enter the key below into your two factor

authenticator app
Your login is protected with an authenticator app.

Enter your authenticator code for NDSWEB 2.0 app below

[Code

Verification cede is required

Key: NYZ2 2WSC WGDG 6LRP

Next

21368 V21393

After launching the Authenticator app on your phone, a 6-digit code will appear. Enter this
code in the field above. After clicking “Log in,” you will be signed in to your NDS-Web
account.
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1.3 Login

The "Login" function is reached via the homepage www.ndsweb.swissmedic.ch.

NDS Web

National Drug Contral System
Please enter your credentials to access the platform

Use your username and password chosen during the
registration

&  Username

@, | Password

Forgot password? Register

v2011

After the successful login, the following message appears:

" Login successfull

To log out, please click on your name (top right) and the following menu appears:

## Settings
@ About
¢ Log Out

After the successful log out, the following message appears:

& You have successiully logged out!

1.4 Change Password
On logging in successfully, you may change your password in the menu <Settings>, under

<Change Password>.

£+ Settings
@ About
@ Log Out
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Preferences User settings Favorites Change password

R Current password

Requird

&, New password

Requird

&, Password confirmation

Required

Clear form

1.5 Password validity and requirements

A password is valid for 90 days at a time. 15 days before your password expires, a reminder

appears when logging in.

A Login successful! Your password

expires in &5 days!

Password requirements:

e At least 8 characters, max. 32 characters
Upper case letters

Lower case letters

Numbers

Special characters

1.6 Password forgotten or expired

If you have forgotten your password or if it has expired, please go to the <Login> screen and

click <Forgot password?>.

NDS Web

National Drug Contrel System
Please enter your credentials to access the platform
Use your username and password chosen during the

registration

& User name
&  Password

Forgot password? Register

v2.0.1.13
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In the following screen, please enter your username and email address.

& Password recovery 2
& User name
Required
@ Email
Required
™

Ich bin kein Roboter.
reCAPTCHA

Datsnschutzarkiinng - Hutrungsbedingungen

After clicking <Submit> you receive an email with a link to reset your password.

You have recently requested to reset your password. Please click the button
below to continue.

Reset password
In case you have not requested to reset your password, please click the following
link: Cancel

Thank you.
When clicking on <Reset password> the following screen opens:

& Set new password

&, Password

Required

&, Password confirmation

Password confirmation cannot be empty
Clear form

Enter the new password twice and click on <Submit>. Subsequently the login page opens
and you receive an email with the following message:

Your password has been updated.

Thank you.
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If you waited too long to use the link, you receive the following message:
‘ © Unfortunately, this link is inactive! ‘

Please restart the process <Forgot Password?>.

1.7 Account locked
After entering a wrong password three times, your account is locked.

o Account is locked

Please send us an email to ndsweb@swissmedic.ch, so that we can unlock your account.

You can then login again with your old password or continue as described in point 1.6 to set
a new one.

1.8 Settings

In <Preferences> you find your username, family and first name, email address and
establishment code.

For additional user settings, please use the menu <User settings>.

= (= NDS weB 7’ .
= piherefrmstieee swissmedic

I Domestic Trade

Preferences User settings Change password
A Notifications
Language
English 6:9 -
Page Size

10

Filter by User (requires to relogin)

Save

Language: The system language available in Switzerland is English.
Page Size: This enables users to select the number of lines to display per page.

Filter by user: If this box is checked, you will only see your entries. Otherwise, you will see
all entries from your company.

9/10

Swissmedic ¢ Hallerstrasse 7 ¢« CH-3012 Bern « www.swissmedic.ch ¢ Tel. +41 58 414 04 20


mailto:ndsweb@swissmedic.ch

4 User Manual NDS-WEB

m Ed] C User Registration Domestic Trade V01: 15.01.2026

2 History / Changes

Version Changes

1.0 Initial version for User Registration for
Domestic Trade module (replacement of
former MESA system)
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